® Although there are
indisputable benefits to
society from the
introduction of
computers into everyday
life, some applications

| are inberently visky.
Worldwide, regulatory
agencies are examining
how to assure safety and
security. This study
reveals applicability and
limitations of formal
methods.
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everal regulatory and
standards organizations in North Ameri-
ca and Europe are investigating how to
certify critical systems, and formal meth-
ods are figuring importantly in their stud-
ies. Several draft standards and regula-
tions are circulating, covering many
applicaton domains and approaches —
from the mandatory use of formal meth-
ods to provisions that recommend “best
practices.”

To better understand the contributions
of formal methods, we systematically
studied 12 cases in which organizations in
North America and Europe used formal
methods. This six-month study, spon-
sored by the US Nadonal Institute of Sci-
ence and Technology, the US Naval Re-
search Laboratory, and the Atomic
Energy Control Board of Canada, is de-
tailed in the box on pp. 22-23.

‘We had three main objectives:

¢ To better inform deliberations with-
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in industry and government, especially
within the study’s sponsors, on standards
and reguladons.

¢ To provide an authoritative record
on the practcal cxpericnce of formal
methods to date.

¢ To suggest where more research and
technology development are needed.

This article focuses on our findings
when formal methods were applied to
safety- and security-critical systems with-
in a regulatory environinent. We also im-
part some lessons learned about applying
formal methods in other environments.

In the context of this article, formal
methods are mathematical synthesis and
analysis techniques used to develop com-
puter-controlled systems. The overriding
reason to develop and use formal methods
is toattempt to predict, in a scientific man-
ner, the behavior of computer-controlled
systems.

As our study shows, formal methods
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span requirements capture, reengineer-
ing, documentation, testing, and other
forms ot analysis. We also found that, al-
though formal metheds can help develop
more predictable systems, developers,
regulators, and the public should under-
stand that tformal methods — like any
technology — have llmlts whenapplied to
critical applications.! There are both
practical and theoretical limits and much
room for more research.

We also found significant technology-
transfer problems. In some cascs, the use
of formal methods was a one-shot effort,
with little follow-on, and nowhere did we
find any widespread penetration.

CASE STUDIES

Inkeepingwirh our objectives, we pro-
vided both experiendal data and an analy-
sis of that data. The 12 projects we stud-
ied were drawn from commercial,
exploratory, and regulatory domains.

& Commpercial cases involve products
that must be commercially viable. YWe
studied five commercial projects. brieflv
described in the boxoon p. 24,

& Exploratorv cases are investigations of
the potental usc of tormal methods in a
particular setting. We studied three ex-

ploratory projects, also brietly deseribed
in the box on p. 24.

& Rewulatory cases exhibit safety- or se-
cunitv-critical attributes and thereby at-
tract the attention of standards conumuni-
ties and agencies and regulators. These
casesare elaborated in the pages following
this article:

1. Darfington Nudclear Geneiuting Sta-
tion. At this power plant outside Toronto,
developers used formal methods o help
achieve certification for the planr’s shur-
down systems, the first software-driven
shutdown systems in Canada.

2. Pares Metro Stgnaling Svsican. "T'his
system, designed o reduce the separation
between trains in the Paris Metro, is the
first satetv-critical software system certi-
fied by the French railway authorig. Tes
developers used formal methods exten-
sively tor verification and validation.

3 Traffic Alert and Collision Avoidance
Swtemr. 1o improve an industry-govern-
mentworking group’ capabiliny to review
thissvstem.whichalertsand adhises pilots
in the event of an impending collision,
tormal specifications of two major subsys-
tems were developed using a formal,
graphical notation.

4. Multinet Gatezeay System.”|
tormal methods was required in develop-

OUR APPROACH TO STUDYING FORMAL-METHODS EXPERIENCE

“he use of

ing this securitv-critical internetwork
gateway, to achicve clearance from the US
Department of Detense to carny sensitive
mf()rm-m(m

In addidon o the two-volune official
report.” we have written of this study
clsewhere, to address issues in softwarce
engineering® and fo mal methods re-
search and development.” Volume [ ofthe
final report deseribes the study, formal
methods, the cases studied, our approach,
and our analvsis, findings, and conclu-
sions. Volume 2 provides case-study de-
tails.

For cach case. we present a descrip-
tion, summarize the informason obtained
(trom interviews and the literature), pro-
vide an evaluation of the case, highlight
R&D issues pertaining to formal meth-
ods, and provide some conclusions.

“Together, the volumes total 300 pages.
It is impossible to condense such a prodi-
gious amount of technical intoriation into
anarticle of this length and preserve all the
subtletes. We have tried to capture the
main themes here, hut urge that vou obtain
a full report it vou have anv questions.

LESSONS LEARNED IN REGULATORY CASES

Regulators can certify the product (as

Previous studies, some of
which we have worked on, have
uncovered anecdotal evidence of
asignificant mcrease in the use of
formal methods. ™ We decided w
team up and further investigate
this evidence. Under Ted Ral-
ston’ Jeadership, we found spen-
sors and began our survey, which
took about 1.5 person-years.

Iformaties amision. Our
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naire to structure the interviews.
e conducted 23 interviews,
which involved about 50 individ-
uals in North America and Fai-
rope (we intenviewed at Jeast two

and as many as five project partic-

ipants). Kach interview took any-
where from 30 minutes to one
and a half days.

4. Preduce raw notes on the
interview. These notes, along
with information gathered from
the literature, supplemented the
initial and interview question-
Daires. The study team wrote 2

comment and corrections.

3. Anah7e the cases. As we
went along, we developed an an-
alvtic framework.

Questionngires. Both question-
naires had six categeries:

® Organizational context. We
were intentionally vague as to the
meaning of “organization” be-
cause we wanted respondents to
define the environment they felt
had the greatest inpact on them.

@& Pruject cortent and bistory.
We asked for a dmcnptlon of the

ject composinions.

. {pplication gk, \e asked
why the application was developed
and the major influences that led
to or affected development.

& Formal-methods fuctory.
These questions elicited the
“why” and “what” of the projects
formal-method selection precess.

& Foronal methods and tool use.
We asked what procsses and
wols were used to support the
chosen formal method.

L g Rmdtr We asked for gen-
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the US Federal Aviation Administration
has done with its system o avoid mid-air
collisions), the process (as is the Atomic Fn-
ergy Control Board of Canada’ usual
practice), and the professional (as the UK
Ministry of Defence’s Interim Standard
on the Procurement of Safety Crirical
Svstems® does).

"I'he organizations charged with devel-
oping and applving these standards and
reguladons are concerned with three is-
sues:

¢ Whatis the best policv approach 1o
achieve assurance?

¢ What should the requirements be
and how can they best be achieved rea-
sonably?

¢ How can conformance with certifica-
ton requirements best be demonstrated?

In the regulatory cases, organizations
scemed to use formal methods printarily
o unambiguoush and comprehensibly
demonstrate to regulators a system'’s pro-
poscd effects (do they satisfy require-
ments?) and to produce evidence (not
only through test plans, but by proot) thac
the code contorms to its requirements. [n
addition, if formal mathematical models
are used, developers must definitively
demonstrate the relationship between the
model and the underlyving code.

taining to important product fea-
tures and process activities. Rela-

o measure is the relative ettecr ot

As the box helow explaims, we devel-
oped a list of features against which o
evaluate the eftect of tormal methods. For
cach feature, weasked, “Was the influence
of formal methods posi-
tve. neatral, or negative
(or was there enough in-
formation to discern):”
Our tull report analvees
the factors that led to our
conclusions.

Client satisfaction. 1]
clients happicir with the
product? \We recognize, of
course. that happiness is
influenced by many fac-
tors. including enhanced
reliabilice and reduced
COST.

[n all tour cases, we
tound that the clients
(chiefly the regulatory
agencies) were satisfied
with the products devel-
oped using formal methods. Pivoual o
client satisfaction were perceived gains in
assuranee and comprehension.

We found that mathematical-based
modceling made system hehavior more
comprehensible. Evervone we inter-

PERCEIVED
GAINS IN
COMPREHENSION
AND ASSURANGE
WERE PIVOTAL
FACTORS IN
WHETHER CLIENTS
WERE SATISFIED
WITH PRODUCTS
DEVELOPED WITH
FORMAL METHODS.

posed o a specific social-scientific

viewed on the Multinet project said they
better understood its security aspects he-
cause tormal methods were used. The
FANS working group said the formal de-
scription ot the Colli-
ston-Avoidance Svstem’s
1.ogic subsystemwaswas
casicr to review and
maodify than the original
pscudocode and natural-
language specifications.

Product cost. Iius the
veerdll cost of the product
reduced or profit tncreised?

\We were unable to
obtain sufficient infor-
mation to draw strong
conclusions abour the
cost of using formal
mcthods on these four
projects. Regulatory sys-
tems are inherently es-
pensive hecause the
products are so impor-
tant and imvolve so many organizations.
We can say that the cost of using fornial
methads was, with the exception of Multi-
net, where they were required, just small
change relative to total cost.

WWe didnot find that product costs dra-

¢ Although eveny project we
studiced was suceesstul to various

tive o the organizaton’s usual
approach to development (and
this may be a subjective measure-
ment), we characterized whether
the use of formal methods played
a pesitive, neutral, or negative
role. When no information on a
product feature or process char-
acteristic was obtainable, we did
not make an entry.

The features and activities in-
cluded as part of cur vectors, de-

using formal methuds.,

Wealso included an analvsis
ot how the project started, the
types of events that either helped
or hindered it, and its status.

Biases and limits. \s experts in
formal methods, each of us, to
differing cxtents, have vested in-
terests in the technology: One
way we addressed this was to
form a committee who reviewed
and commented on the interim
reports, This also gave us input
from individuals who have exper-
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approach — drven by the need
discover both the general context
ofhow formal methods are used
and specific aspects ofhowa
method was selected and how it
was used. Many vartables aftected
the success or fatlure of the cases,
so our ahility to reach purely sci-
entfic conclusions is limited.

Orher limits were

¢ We did not have much
tinie or money.

¢ We did not suxdy seme un-
portant classes of methods (for
eample, standard prowan! lan-
guages like Specification Design
Language and Lows) and some

degrees and in different ways, we
did notscek examples ot outright
failure. Such cases — there are
probably dozens of them —
would probably be manifested in
drop-outs and personnel tumover.
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COMMERCIAL AND EXPLORATORY CASES

In addition to the four regula-
tory projects that are the tocus of
thisarticle, we studied tive com-
mercial prejects and three ex-
ploratony projects.

SSADM tool set. [ he British
firm Praxis developed a comput-
er-aided systems-engincering
tool set to support the use of the
Structured Systerns Analysis and
Pesign Method.! Praxis used Z
to formally specify the ool set’s
infrastructure. Later, the project
teamn developed guidelines for
the use of Z with object-oriented
design. T'he project resulted in

* 37,000 lines of Objective C and a
350-page, annotated Z specifica-
tion.

Crstomey brfarmation Control Sys-

- tem CICS is a large transaction-
precessing system developed by
IBM. Developers at IBM Hurs-
ley, UK, reengineered a major
pordon of CICS Version 3 Re-
lease 1 and subsequentreleases
using the Z method and tools.
CICS isapproximately 800,000
lines of source code; of the ap-
prosimately 50,000 lines of new

. or modified code, 37,000 were

' complerely spedified using Z and

. about 11,000 were partially speci-
fied using Z. IBM claims that
using Z reduced both develop-

ment cost and error rates.’

CGeawoam opplicotions. To better
understand the Cleanraom

prograims o a senmantically
cquivalent “soructured-program-
ming” form.” Cobol/SF com-
prises 80,000 lines of code and
required 70 person-months. [t
demonstrated 1o TBM manage-
ment the potental of the Clean-

room methodology.

Software Architechure for Osdlo-
scopes using Z. ‘[ektronix, in
Beaverton, Oregon, used Z to
develop a reusable software ar-
chitecture for several new oscillo-
scope products.” Develapers used
Z 1o explore design ideas through
mathematical models, which
were viewed as nonexecutahle
prototypes. Their intent was not
formal correctness; they used Z
as a design aid. The softwarc ar-
chitecture consists of 200,000
lines of code and 30 pages of ..

lnmos ransputers. [nmos, in
Bristol, England, makes a trans-
puter family of 32-bit VL.SI cir-
cuits that have a unique architec-
ture designed for concurrent,
multipracessor applications (the
processor, memery, and commnu-
nication channcls arc sclf-con-
tained on each transputer chip).
In 1985, a small group of Inmos
designers began exploring how
%0 use formal program specifica-
tion, transformation, and proof
wchniques w0 design micropro-
cessors. We studied three relased
projects, all of which use formal
methods in some aspect of the
design or development of com-
ponents of three generations of
the Inmos transputer: the use of
Z 1o specify the IEEE floating-
point standard which was applied
10 tWO Successive generations of
wansputer (2 software and a
hardware implementation), the
- mseofZand ()czzm w designa
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caton of a new teature of the
000 wansputer, the Virtaal

Channel Processor.

Large comrect systems. ‘| he
1Lacos project seeks to transter
the Raise (Rigorous Approach 1o
Industrial Sottware Fngineering)
language and tool set o prac-
tee. Raise, which evolved from
the Vienna Development
Method, is being commercial-
ized by Computer Resources In-
termatonal of Denmark — the
producer parmer. e inter-
viewed one consumer partner at
length and a second briefly. The
tinst. T Jovd’s Register, is evaluat-
ing Raise (as well as other meth-
ods) for a data-acquisidon and
CquipIen-nanagement system.
The second, Matra Transport,
builds railway and other systems.
Both are building consultandies
in formal mctheds and assess-
ment. Because Lacos 1s a large,
on-going, technology-transter
project, it is an important one to
follow for the remaining three
years of ESPRIT funding and
beyond.

Token-Based Acsess Comtrol Sys-
temt. TBACS is a smarward ac-
cess-control systemn with crypto-
graphic authendeation being
developed at the US Natenal
Institute of Standards and Tech-
nology. One group at NIST had
been developing a series of pro-
totype smartards for crypwo-
graphic authentication for net-
work access. A second group was
looking at new technology to
support open syserns and other
conmercial sundards. A mem-
ber of the second group, looking
for an application on which o
base an experiment in formpal
methods, chose the smartcard
application. In this case, the re-

meets the requirements of a se-
- i
cuntv-policy model.”

Hewlett-Podkard mediad instrv-
ments. \lthough this was a large,
important project, we consider it
to he exploraton because 1ts pri-
mary objective was technology
wansfer. '] 'he product is a real-
tme databasc, the Analytcal In-
tormation Base, of patientmoni-
toring informaton. Using an
T1P-developedspecification lan-
euage (a VDN varant), a for-
mal-methods tanster group and
a developer produced a specitica-
tion. The transfer effort failed
because time-to-market was the
key feature, and formal methods
offered little bevond the high
quality already achievable by
other means that were consistent
with the culture of the organiza-
tion.”
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matically increased, but the effects of for-
mal methods were measured in other
ways — namely, something was needed to
achieve assurance. In Darlington, perhaps
the cosw of use were higher than they
should have been because there were no
tools and the methodology was immature.
The cost of using forinal methods in the
TCAS project will be measured over time

as it is upgraded.

Product impact. Was the product mportant
to the company’s profit margin or an organi-
zation’s reputation?

In general, we found that the surveyed
products developed using formal methods
positively atfected the organizadons in-
volved. Perhaps the clearcst casc is the
Paris Metro: Not only did the project
achieveits goal of eliminating the need for
an additional railway line, hut project
leader GEC Alsthom is using its new-
found expertise to market its services.

For TCAS, independent verificaton
and validation uncovered a handful of
consequential problems with the CAS
Logic pseudocode, which are being re-
paired for the next release.

Product quality. 1775 the quality of the prod-

uct improved by the use of fermal methodsé By |

“quality,” we mean good safety and security |
properties, enbanced functionality and perfor- |

mance, and fewer errors.

We found evidence of increased qual-
ity, butin different forms. To the Multnet
and Paris Mewo developers, formal meth-
ods helped achieve quality goals. On the
Multinet project, mathematical analyses
and modeling improved the undersmnd-
ing of the security principles. The Paris
Metro system met the Paris regional rail
system’s quality requircments, even
thoughithad to meet increased function-
ality requirements.

Darlington is an interesting case be-
cause formnal methods did improve assur-
ance, but the regulators did not claim an
increase in quality. In effect, formal meth-
ods were used a posteriori to model what
existed and to demonstrate that the code
met the requiremcnss.

The CAS Logic formalism illustrated
subsystem requirements more clearly
than the pseudocode, and independent

verification and validation uncovered
consequental errors in the pseudocode.

Time to morket. s the product, or fami-
by of products, made available for marketing
more rapidly (or at least not delayed further)?

Time to market does not seem to have
been a primary concern
in these projects, but the
possible effects of failing
to complete product de-
velopment or to achieve
licensing can be exten-
sive. This was cspecially
obvious in the Darling-
ton project; the operator
of the plant would have
had to revert to a hard-
ware solution at a cost of
about $1 million and a
one-year wait for parts
hadthey notbeen able to
certify the software-
based shutdown systems.

On the Paris Metro
project, failure 1o achieve
the time-to-market goal would have cost
hundreds of millions of dollars for an ad-
didonal railwaylinc.

Process cost. This feature measures cost in
terms of veduction in effort and is based on the
aduage “time is money.”

We found the effort to attain assurance
and comprchension in regulatory cases to
be substantially more than we found in the
commercial cases.

Darlington reported that formal
methods cost about $4 million; the Paris
Metro project invested about 120,000
person-hours. These coss are substantdal-
ly more than we would expect in future
projecs. In both cases, developers had to
develop not only the product but also the
technology. GEC Alsthom hasindeed re-
ported that the cost of applying formal
methods has been lower on the two pro-
jects they undertook after the Paris
Merro.

Prosess impact. I1hat effect did the formal-
methods process bave on the organization?

In two cases, we rated the effectas pos-
itive: Both the Paris railway system and
the FAA participans have expressedan in-
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WE FOUND
THERE DOES
APPEAR TO BE
A NEED FOR
AUTOMATED
DEDUCTION
SUPPORT,
ESPECIALLY TO
DEMONSTRATE
CONSISTENCY.

terest in the continued use of formal
methods.

In the other two, the effect was neutral:
The developers of the Darlington shut-
down systems have acknowledged that
formal methods rnust play an important
role in tuture developments, but some
managers now have less
enthusiasm for shifing
from hardware to soft-
ware controllers. And the
effect of fermal methods
on the process used by the
Multinet developers is
lessened by the contract-
driven nature of the orga-
nization — novelty is not
always viewed positively
inresponding to proposal
requests.

Pedagogical. 11/har did

this learning opportunity?

All the organizations
reportedreceiving educa-
donal benefis from the formal-methods
effors. They better understand formal
methods and research-and-development
issucs. And, especially in the Darlington
and Multinet cases, they better under-
stand what process will satisfy regulators.
The Darlington and TCAS projecs have
producedsubstantial feedback to research
programs.

Tools. Did formal-methods tools help or
binder the development of the product? Were
they reliable?

We found that there does appear to be
a need for automated deduction support,
especially to demonstrate consistency of
code and specificadon. There is an appar-
ent dichotomy in that the Multinct and
Paris Metro projecw used formal-meth-
ods tools extensively; whereas, Darlington
and TCAS didn’t. This dichotomy is
more in appearance than in reality, be-
cause the developers in the Darlington
and TCAS projects voiced no philosoph-
ical objections to tools, there simply
weren’tanyavailable. Tool developmentis
the subject of ongoing rescarch.

Design. Here the designs produced using

the organization make of
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formalmethods findurentally better orworse |
in some respect? For example, were they sim- |
pler?

Formal methods appear to have uni-
formly imprevedeither the preducter the
developers’ understanding of it. Conse-
quently, they had more faith in its quality
than with traditional development
methodologies. These improvements ap-
pear to be the result of using mathematics
to analyze domain theories (Multnet),
mathematical arguments to demonstrate
code and specification properties (Paris
Metro), and mathematical-hased nota-
tons to describe requirements (1'CAS)
and specifications (Darlington).

Reusable components. Did the use of formal
methods ease the development or use of
reusable bardware, software, designs, or ab-
stractions?

In the two cases for
which we could draw a
conclusion, formal meth-
ods positively affected
reuse. The sccurity and
safety models developed
as part of the Multinet
and Paris Metro projects,
respectively, are reusable.
The reuse benefits in-
volved models or mathe-
matical theories, not
code. However, although
we found no evidence of
code reuse, we believe
formal methods will ult-
mately help develop
reusable code because the
resulting specifications
will unambiguously describe the code’s
functionality and because using mathe-
matics will result in sufficiently general
code that is more suitable for reuse.

Mointainability. Ls it easier to maintain the
product (including incremental updates and
ervor vepair)?

Itappears that forinal nowtons to cap-
ture specificadons and requirements, in-
formation hiding, and modularizatdon
should increase comprehension and clar-
ify interactons between parts of systems,
thereby making maintenance simpler.
However, if the henefits are to be ongo-

WE WERE TOLD
IN ALL FOUR
CASES THAT
FORMAL
METHODS
IMPROVED
INTELLECTUAL
CONTROL AND
CLARIFIED
REQUIREMENTS.

ing, maintenance and product improve-
ments must use and build on practices al-

¢ ready in place.

Requiremends copture. H/as it easier 1o ac-
quire vequirements?

Wewere told by the people involved in
all four cases that fortnal methods im-
preved intellectual conwol, clarified re-
quirements, and removed superfluous re-
quirements. For example, the FAA’s
working group believes that the Universi-
ty of California at Irvine’ Statecharts-like
notation has allowed them to argue about
the technical substance of the formal de-
scriptions, instead of minor grammatical
matters. The Multinet developers report-
ed a sharper understanding of the securi-
ty principles involved in building a het-
erogencous nctwork.

Verification and valida-
fion. What effect did formal
methods have on overall
verification and validation?

Using forrnal methods
was crucial to achieving
assurance in these sys-
terns. Preofs played a fun-
damental rolein the Dar-
lington and Paris Metro
projects. Some projects
also used formal descrip-
tions to generate test
cases and to complement
other verification-and-
validation procedures.
We believe strongly that
developers must use a
spectrum of such tech-
niques to attain adequate assurance.

GENERAL LESSONS LEARNED

Because the support and market for
formal methods will eventually transcend
organizadonal and application domains,
we believe it is instructive to summarize
the lessons learned from all 12 case stud-
les.

Wider applicabifity. Ten years ago, most
believed that investing in the technology
and know-how to apply fortnal methods
was warranted in only a few domains, like

computer security. We found that two
major changes have occurred since then:

¢ Formal methods now encompass
notonly pregram verification butalsofor-
mal specification, forinal design, and sitn-
ilar terms that connote the use of a math-
ematical description and analysis.

¢ Formal methods are now being
used in a range of applications by organi-
zations who require more intellectual
control than traditional development
methods can offer. We found formal
methods heing used to develop oscillo-
scopes, ships, satellites, smart cards, trans-
acton-processing units, floating-point
arithmetic units, networks, medical in-
strumenss, programming environments,
and language processors.

Larger scale. Formnal methods are being
applied to systems of significant scale and
extreme importance, although project
success depends on more than formal
methods. We learned that lines of code,
the most common measure, does not al-
ways correlatc with scale. Notonly is lines
of code an awkward measure (because of
differences in forinats and the inclusion of
comments), but it

& Does not take into account the use of ab-
straction. Abstraction lets us express a fam-
ily of products in a single formnal specifi-
cation, apart from design and code. It is
especially important for effective commu-
nication among stakeholders (for exam-
ple, designers to managers, or among de-
signers from different disciplines).

& Does nor adequately reflect the design
and verification process. This process goes
from safety studies, through many design
iterations, often across several organiza-
tional boundaries, culminating in what
may be a few thousand lines of critical
code. It invariably takes a long time and
involves many people.

& Does not practically represent complexi-
ty. Complexity may bave more to do with
the environment (rare events, multiple
failures, or feature interference) than the
code, which could be straight-line but
have lots of formulas.

Primary manifestations. We found that
formal methods are manifested in many

ways
¢ Specification only, to capture ab-
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stractions of product famnilies or require-
ments models.

¢ Specification with refinement
through muldlevel designs.

¢ Proofs, sometimes of specification
properties, sometimes of refinement steps,
and in some cases at or close to code level.

¢ Reviews of specifications and design
refinements, both the steps performed
and other qualities (complexity and clari-
ty) shown by the formal review process.

As we expected, we found that no sin-
gle formal method is sufficiently general
to cover all the significant characteristics
of an applications’ domain. However,
there is generally a weak understanding of
how to use different formal methods to-
gether or with other methods, like struc-
tured analysis.

Use in certification. The first step toward
the use of formal methods within a regu-
latory process is to recognize their poten-
tial. The next step is to identify candidate
methods — we found that thisis very op-
portunistic. Then the chosen method
must evolve to meet the needs of the var-
ious stakeholders. The four regulatory
cases showed considerable interaction
among regulators, developers, and re-
searchers, who are working together to
develop practical, effective techniques for
system certification.

The long-term effect of this experi-
ence will be evident in the standards that
emerge and, although no standard has yet
been sanctioned on the basis of such cases,
de facto standards may arise from high-
profile cases like these.

Tool support. To be fully industrialized,
formal methods will require computer-
based tools, but we found such tools are
neither necessary nor sufficient for suc-
cess. Instead, the dominant drivers are
flexibility, mixed modes of communica-
tion, and intellectual control. On the
other hand, projects that have employed
advanced tools (like theorem provers)
have not shown inordinately high costs.

One reason current formal methods
don’t have adequate support technology is
that there is no common architecture for
the development of scalable tools. There
are very large tools and very small ones,

and not much in between. Few products
enjoy any commercial support in terms of
documentation, training, and evolution,
but we expect some of the internal tools
used in the project we studied may be
commercialized in the
next few years.

Tedwwology transfer. Sev-

eral North American or-
ganizations and many
more European ones
have formal-methods
technology-transfer ef-
fortsin progress. Howev-
er, even organizations
with successful applica-
tions and significant
technology-transfer ef-
forts show only a small
degree of penetration.

We found three spe-
cific technology-transfer
efforts:

@ The Lacos (Large,
Correct Systems) project,
funded for the nextsever-
al years by the European
Strategic Program for
Research in Information Technology, is
specifically designed to encourage tech-
nology transfer. It focuses on a specific
tool, Raise.

@ The Cleanroom method is support-
ed by the IBM Software Technology Cen-
ter, which is chartered to perform training
and demonstrations forother parts of IBM.

¢ Hewlett-Packard used its Applied
Methods Group as its technology-trans-
fer mechanism, but did not achieve criti-
cal mass and subsequentsupport within its
developer shop.

In addition, some security applicatdons
have been successful, but their results
were sensitive and hence not widely re-

THE MATH
INVOLVED IN
MOST FORMAL
METHODS IS
ELEMENTARY.
THE GREATER
CHALLENGE
MAY LIE IN
TEACHING
USERS HOW
TO MODEL
SYSTEMS
PROPERLY.

ported. Many tools developed under the :
auspices of security organizations have ;

been prohibited from wansfer.

We observed four important factors in
transferring formal methods:

¢ Sometimes, projects enjoyed greater
success when they packaged formal meth-
ods as part of a larger methodology. In
some cases, the other aspects were more
successful than the formal methods, which
served as a “carrier” of modern concepts.

¢ Successful projects usually had a
guru or some form of sustained guidance.

¢ Management support at the right
dme is key.

¢ Sometimes the impetus for the
adoption of formal meth-
ods is a major change in
technology (from hard-
ware- to software-based
control, for example).

Skill budding. Skills are
building slowly in organi-
zations that are trying to
use formal methods on
industrial projects. Of the
companies we surveyed,
the largest number of
persons skilled in using
formal methods was at
IBM: Between 40 to 50
people at Hursley and
about the same at Feder-
al Systems Division.

Most of the projects
we studied hadfewerthan
10 knowledgeable project
members, but overall the
project members had
strong mathematical and engineering
backgrounds. Many of those new to the
mathematics underlying forinal methods
(such as predicate calculus) could adapt to
formal notations when they werc present-
ed suitably. The mathematics involved in
most formal methods is elementary, so the
greater challenge may lie in teaching users
how to model systems properly and carry
a design through.

Code-level application. We found that
there are limits to applying formal meth-
ods at the code level. Most programming
languages (and many specification lan-
guages) lack adequate semantic bases to
fully support formal methods. Develop-
ers can use some of the statc-analysis and
compiler-type tools to complement de-
sign refinements down to a level close to
code level. However, many aspects of run-
time environments and hardware are not
treated adequately and must be viewed as
holes in the general use of formal meth-
ods. Also, refinement is not viewed as
cost-effective for commercial applica-
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tons, although it may be useful in regula-
tory cases.

Cost modelimg. It is difficult to establish
the value of formal methods in situations
when there are other methods that canin-
crease quality or when tme-to-market
dominates productgoals. We did nothave
adequate metrics to perform the costand
cost-benefit analyses that would capture
the effect of formal methods on the de-
velopment process.

Some of the cases we studied attempt-
ed to collect performance data using ac- |
cepted metrics, but we found these %o be
inadequate. First, the metrics rely heavily
on comparisons with previous data col-
lected using the same metrics, which, with
oneexception, had notbeen kept. Second,
formal methods, as practiced in most
cases, require substantdal change to the
development process as compared to
other, informal methods. The metrifica-
ton methods did not seem to account for
these changes.

believe the 12 cases we studied

demonstrate that formal methods

are applicable to industrial software de-

velopment and should not be ignored by

industry. Our study found that formal
methods are used primarily for

& Assurance. Some projects that re- |
quire a high degree of confidence, with
auditable information, have explicit tar-
gets of low or zero error rates.

& Domain analysis. Some projects use
formal methods to better understand an
application domain.

& Communication. When communica-
tion among system stakeholders is the pri-
mary need, the use of formal methods is
not so much for mathematical analysis,
but to supplement informal notations
with formal notations.

& Evidence of best practice. Sometimes
the use of formal methods bestowsa com-
peutive advantage or is simply required.

¢ Reengineering. Formal methods can be
used on products undergoing long-xmup-
gradesand on those that require structure re-
covery or function enhancement.

Foralimited ime, our finalreportisavail-
ableelectronically, onnemo.ncslnist.gov; for
instructons, wrike to survey@ora.on.ca. ‘

The transfer of formal-methods tech- |

nology from academia to industry (and
vice versa) is slowly proceeding. The in-
dustrial applicaton of the technology is
constrained by the sophisticated nature of
the technology, negative connotations,
and the small cadre of experts.

We would also like to see this kind of

systematic study, which focuses on both
technical and organizational facets, ap-
plied to other technological areas. Such
studies — we might call them research-
usage feedback studies — provide useful,
pragmatic feedback and could serve as an-
other model of research activity.” .
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