
• Although there are 
indisputable benefits to 
society from the 
introduction of 
computers into everyday 
life, some applications 
are inherently risky. 
Worldwide, regulatory 
agenczes are examining 
how to assure safety and 
security. This study 
reveals applicability and 
limitations of formal 
methods. 
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everal regulatory and 
standards organizations in North Ameri­
ca and Europe are investigating how to 
certifY critical systems, and formal meth­
ods are figuring importantly in their stud­
ies. Several draft standards and regula­
tions are circulating, covering many 
application domains and approaches -
from the mandatory use of formal meth­
ods to provisions that recommend "best 
practices." 

To better understand tl1e conl1"ibutions 
of formal methods, we systematically 
studied 12 cases in which organizations in 
North America and Europe used formal 
methods. T his six-month study, spon­
sored by the US National Institute of Sci­
ence and Technology, the US Naval Re­
search Laboratory, and the Atomic 
Energy Control Bo�rd of Canada, is de­
tailed in the box on pp. 22-23. 

We had three main objectives: 
• To hetter inform deliherations with-

C/4C-/4b8/84;U1 UO/0021/603 Oll © lEe£. 

in industry and government, especially 
within the study's sponsors, on standards 
and regulations. 

• To provide an authoritative record 
on the practical experience of formal 
methods to date. 

• To suggest where more research and 
technology development are needed. 

T his article focuses on our findings 
when formal methods were applied to 
safety- and security-critical systems with­
in a regulatory enviromnent. \Ve also im­
part some lessons learned about applyin g 
formal methods in other environments. 

In the context of this article, formal 
methods are mathematical svnthesis and 
analysis techniques used to d�velop com­
puter-controlled �)'Stems. The overriding" 
reason to develop and usc formal methods 
is to attempt to predict, in a scientific man­
ner, the behavior of computer-controlled 
'ystems. 

As our sUldy shows, formal methods 
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span requirements capture, reeng:ineer­
in�, docllmentation, testinE, ami other 
f()�l1S of analvsis, \\'c also te�und that, al­
though form;;l methods Cdn help de\'elop 
more predictable systems, deyelopers, 
rcgulators, and the public "hould under­
stand that formal methods --- hke ,lilY 
technology � have limits when applied t;) 
critical applicJtions1 There arc both 
practical and theoretical limits and much 
room felr more research. 

\\'e also found significant technologl'­
transfer problems. 1;1 some cases, the �;sc 
of fi:mnalmethods was a one-shot effort, 
with little t(JIlU\\ -on, and nowhere did we 
find any \\'idespread penetr'ltion. 

CASE STUDIES 

Tn keepillg\\'Jrh o1lfobjecti\es, \\ e pro­
vided both experiential dat"l ;md an ;mail'­
sis of that data. The 12 projects \I e stud­
ied were drawn f r o m  commercial ,  
e:-:ploratoJ'\', and rcgulatolY domallls. 

• L'IYIJl7Ilfn'ill/ (({Sf.( innlive products 
that must be commercialh' \·i,]hle. \\'e 
studied fiw commercial pr�jects. brietl,· 
describcd in the bO:\ on p. 14 . 

• F.lploratorv (llses are im'estigations of 
the potential usc of 1()fInal methods in a 
palLicular setting. \I �e studied three ex-

plor,ltory projects, also hridh ,lcscrihcd 
in the bo:-: on p. 2-1. 

• Rcguliltol)' wscs nhibit s'lfcty- or se­
curin'-critical attributes and therein at­
IT'let'the arrennon oht'llldanis c()mn;uni­
ties and 'lg"l'ncics ,m<l re"TllLuors, These 
Cl,C, arc e1�lhmelted in rheCpages lelllo\l'ing 
this article: 

1. [)"rlill�1oll .\"Ud"dl" (;l'IIt'nltillg Sttl­
li'l/l, ,"\tthis pO\\el' pbnt outsidc Tcmlllto, 
dc\ciopns used t()[Illal mcthods to hdp 
,lehic\'c ccrrificltion I'll' the pbnt's shur­
down s,'stems, the first soft''''lre-dri\Tn 
shutdm;'n systems in Cmalb. 

2. Pilns ,1Jdm Slg/l,diu� Sr.'lelll. This 
s:'stem, dcsig11Cd [C) re<illCt' thl' sep:mlrion 
hen\een tLlilb in the Pelris ,\ letro, is the 
lirst s,lfen'-criticll soft\\',ll-C "stem cno­
lied I,: t1;e French r,lih\a\ ,;uthority. Its 
den'loper, used Ie Jnllal methods nten­
,i\ ell- I"r \erilicltion c1nd \'ali(btion, 

3'. 7i·"ffi,· .�/('!1 IIilIi Colh"jo/l .-h'OId,III'-" 
Sl',11f111. til impro\ c an intlustry-gm ern­
ll1ent \\'()rking gnlllp\ capability to re\ie\\ 
thIS s\'stem. \\ hieh alerts 'lml ,](1\ i<;('s pilots 
in thc C\cnt of ,m impending collision, 
I,mml spccificltions ofnm '1lc1jor suhsys­
tClm \\ el-c de\eloped using a formal. 
gLlphicll nm,ltion. 

-/-, .\IlIitillet Glt(,;·,,], .\)'.11<'/1', The usc of 
l,mn'li methods \I'as l:cq�lired in deyelop-

OUR APPROACH TO STUDYING FORMAL·METHODS EXPERIENCE 

in�' this securin'-criticd internetwork 
£.(·arc\I,1\', to 'lChic;c cic.m1l1cc from the LS 
bcpar�l1ent of DetCnse to carry sensiti\'e 
in le)fJ11:1tioll. 

In 'lddition to the t\\'()-\'olulIle ofiicJaI 
report.:-; \I'e ha\'e written of this smel\' 
dscwhere, to address issues in software 
ell�iJleeriJl�+ and formal methods rc­
se'l�rch and I ic\·e!0p1l1cnr.; \ �olul1le I of tile 
final report descrihes the smd,', fOnl1;] I 
methods, the cases studied, our approach, 
allli our '1l1:1ksis, tindin�s, and conclu­
si'JIls. \ �oll1rn� � pro\'ide� case-study de­
t;lik 

For cleh casc, \\'C prescnt ;1 dcscrip­
tit >11, summarifc the inlilflnation obtained 
(from inrer\'le\\ s 'lI1d the literanu'e), pro­
\'idc an e\alu;ltion of the case, hi�hli[';ht 
R& D issucs pLTLlining' to tilflnaC mc"th­
ocis, and prm'ide somc conclusions. 

'Ii)g:ethcr, the \()iLllncs total .100 pages. 
It is impossible to condense slIch a pmdi­
�";()lIS ;lmount o!'teehnical inlcJnnation into 
;n 'llLicle of this lcnt->th and preserve ,111 thc 
suhtlel1es. \ \'e hel\ e tried to capnu'e the 
main themes here'. hllt nr[';c that \uu obtain 
,1 full report if \'Ou h,nT a;1\' qlle�tions. 

LESSONS LEARNED IN REGULATORY CASES 

Regl.d,1tors c,m certi�' the prodll£1 (as 

Prey 10m smclics, some of 
which we have worked on, have 
wKDver e d ;mecdotal eV1dence of 
a signific:U1t increase in the usc of 
fo�almethods.I-' \Ve decided tu 
team up and further investigate 
this evidence. Und er Ted Ral­
"tunl; leadership, we fuwId spon­
sors and began our survey, which 
rook aoout 1.5 person-years. 

l1<1irC to struchlrc the intel\ie\\'s. 
\\emnrinl'ted 2l imcr.lc\\s. 
which invoked about 50 individ­
uals in �orth \l11cnc] ,mel Fn­
rope (w e inter.1c\\cd at least ty\O 
and as manY;1S five project partic­
ipan15). Each imer.�ew took any­
where from 30 minutes to one 
and a half days. 

C(1ll1111cnt and C()ITL'Cti()11o..;. jeer Cl )l11p()<..;in()f1s. 

InfannIIian aapIisiIien. Our 
genernl procedure w.lS to 

1. Send an initial question­
nairetothein�� •. 

4. Produce I'dW notes on dIe 
interview. These notes, along 
\\�th infunnation gathered from 
the literature, supplemented the 
initial and interview question­
naires. 1be study team Wl"Ore a 
.�OfleochOlSt\ �a�-

5 . . \n'1I\1e the ca,,,s. ,-\5 \\ e 
"em 'llong:, we ,bdopcd ,Ill ,lil­
a" TIC !i·amework. 

Questionnaires. Both question­
naires had six categuries: 

• Orgmlizati(fll/l/ ronte..t1. \\e 
were imentionallyvague as to the 
meaning of "organization" be­
cause we wanted respondents to 
define the enviroillnent they felt 
Mdthe���onthcra 

• f+riect amtmt muJ history, 
We asked fur a description of the 
� ilSl!IIOltmon, and the 
�-��. 

• . Ipp/;iutioll SiN/L,: Hi: asked 
"h\, the 'lpplication was developed 
,md tbe major influenc es that led 
to or afit.ued development 

• hJl7ll/li�lllethods jil{tul)·. 
These questions elicited th e 
"why" and "what" of the projects 
fonnal-method selection process. 

• Panna! methods and tool use, 
We a�ked what p� and 
tools were used to support the 
chosen fOrmal method. 

• Results. 'W: asked fur gen­
eral oonclusions about the project 
and the eIfect of furmal methods. 
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the L'S Federal ,'\\'iation ,�dlllini,tLltion 
has done with its s\',rem to alOid lllld-air 
collisions), the prot;":"(,lS is the \romic En­
ergy Control Board of Canada\ llsu,li 
pr;�tice), and the proJi'.(lioJlrr/ (as the L'K 
,\linistrv of Defence's Interim Standard 
on the 'Procurement of Safen' Criricli 
Slstelllsi, cloes), 

' 

'I 'he on;anizations c harl('ec\ \I'ith den�l­
oping and� appl�ing these' standards ami 
regl1lations are concerned "'ith three is­
sues: 

• \\ llat is the best policy approach to 
<lChieve assuLlllce' 

• \\l1at should the requircmCllts be 
'1m! him' can thn' best he achiclu! rea-
sonablr' ' 

• How Gill confonn,mee \,ith ccrriticI­
rion requirements best be demonstrated? 

In the rel,'1.Jiaton cases. ort,'anizaDons 
seemed to u�e forn;al method� prilll'trl ll­
to ullalllbiglHHlsly and cOJ1lprelll'nsihll­
riemonstf<ltt'to rcgl.t!ators J systcm's pro­
posed effects (do they satisf) require­
ments') and to produce e\'idcnce (Ilot 
only through test pians, Inn b\' proof! th'lt 
the codc conforms to its requiremcnts, [n 
'Iddition, if formal mathcmJriG11 models 
are used, de\'elopers must detlniti\ el� 
demonstrate the relat ionship bet" cell the 
model and the Ilnderlving code, 

\, the 1,0,\ Id(1I\ c\pl;lim, ilL' ,\eH'I­
"Ill'ti ;1 li,t "f te,lturcs Jg"linst \\ hieh to 
c"llu,nc the cfkct oU'JrIn'llmeth()(k For 
each feature, \Ie askcd, "\ \'a, the inlluelKe 
'Jf formal methods ]}(hl-

"ic'" cd ()n the .\ lultinct proiect "lid they 
better ulldcl"itooti its security aspects bc­
C,Ill,C t,)rmal mcthods \Icre used, The 
F\,\� \lorking group "lid the tClnnal dl'-

,cription ot the Colli­
ti\ c, Ilcutr:d, or llc!..;"JtiyL' 
(( II' \\ �h there Cllou{Lrh in­
t,)rtll,ltion to di,c�'n)?" 
Our full rep" n  anah I,es 
the hlctors th'lr led tl lOur 
C1>11clUSl<H1'i. 

Client satisfadion. r r ;'1'1' 
d;('111\' hdP!llt'r i.�·ith fhi' 
/wodlll1( \ \ 'l' rLco�·nizl'. of 'ullirse, that hapllillL'SS is 
intluenccci h" nuny fle­
tor" ilKludint.; enhanced 
relLlbilltl 'lT1�d reduced 
CO'-lt. 

PERCEIVED 
GAINS IN 
CON\PREHENSION 
AND ASSURANCE 
WERE PIVOTAL 
FAaoRSIN 
WHETHER QJENTS 
WERE SA11SfIm 
WITH PR()I)lJffi 

si'>ll- \nlidance S,'stem 's 
[,ot.;'ic subsystem ,�as \\'as 
ca;ier t o'l-evie\, and 
m"dih th'l11 the original 
psc'ud;)code and IUhlf.ll­
LlllgU,lgC specifications, 

Produd cosl. If ils tbe 
o�"e/'{/// (Ost or tbe prodlld 
r({{IIc<,d orprotit illcH'II,'rd� 

\ \"e \ITre una hIe to 
ohr'lin sufticient infor­
llLUiol1 to lira," �trong 
conclusions 'Ibour th� 
Cll'it of lls in')' form'll 
methods on these four 
pn )jeets, RC,l.'1.lbtory s,'s­
tem, are inhercnth t:\­
Pl'llSiH' hCC'lIlSC the 

[n ,III l'lLlr CI'CS, \lC 
found th,lt till' client, 
(chidl, till' l'L',,"u],ltor\ 
·,l!.l;enci��) \\-ere 

'"-
�'<ltisfic �1 

\I�ith the product, ,b'c!-

DEVROPED WITH 
RJW4MEnD>S. 

oped using t<ml1'll meth,"k Pi,ot,d to 
client ,ati,Llctioll II ere percei\ cd :C;',lin, in 
,ISSllr,lT1Ce ,md cornprehelbiol1, 

\ \"e t'llrnd tlut lll,nhem.nicli-hlsl'(1 
Illodelin�' Ill;llle ,\ stem heha, ior Ill! .rc 
clJll1prcl;cllsihlc, 'F'Tn 1111,' ,IC iIHL'l" 

products <lrc so impor­
L.11lt �l1hl In\ <lIn.: so Ill;1I1\, on;'anizations. 
\\ 'e cm s,n til'lt the cost' of u�int.;' t<lrll1al 
lIleth",l, \I'a" II ith the C\ccptiull (�f'\ILJlti­
ncr. ,dwn' rhl'l lI('re required, just small 
Ch,Illt.;'C rcbri,c to totJI cost. 

\ \'c did Ilot fim! th,lt product costs dr'l-

taining to illllxlrtant product I\:a­
mrcs and process ,leti, iries, Rela­
tive to the org'Jnizarion S usual 
approach to development (,mel 

this may be a subjective measure­
ment), we characterized whether 
the use of fonnal methods played 
a positive, neutral, or negative 
role, \Vhen no infunnation on a 
product feature or process char­
acteristic was obtainable, we did 
not make an enny. 

t{) Illc'a:-.un.' i.., the rl'bri\l' etten (It 
USlIlg: t,mllallllerht"k 

P'N',J til" spccltinllci'll-sciultitic 
appllJaclt-dmcn h, the ne�d to 
discm'cr 1.lth the gened contc"t 
of how [,11111<11 meth"Is ,Ire lise,] 
,mti specitic ,lspeets of how a 
meth(xi was selected ,1J1(1 how it 

W,b used, .\ lany variables afieLted 
the SUL'Cess or failure of the cases, 
so our a bili�' to reach purely sci­
entific conclusions is limited, 

• " \1 though e\er�' proJcct \I'C 
.... nlllicd \\ �h <.;ucccc.;,,;ti.ll to \'t1riOU'i 
de�'Tecs ;mel in difterent ml)" lI'e 
did nm seek ex<uup[es of ourright 

tullu'e, Such cases - there ,u'e 
prob-ahly dozens of them -
would prohab�' he manifested in 
drop-outs and personnel turnover. 

'The feature; and activities in­
cluded as part of our vectors, de­
scribed in the main text; are not 

IE�E SOFTVv'ARE 

\ \ e ,llsII includcd ,111 ,uuh-sis 
of ho\\ the proiect stal1ed, the 
� 1lCS of eycnts that either helped 
ur hindered it am[ its starns, 

Biases and lmils. As expens in 
tOl1nal methods, each of l", tu 
di/tcring extents, have vested in­
terests in the technology. One 
way we addressed this was to 
furm a mrnrnittee who reviewed 
and commented on the interim 
reports, TIlls also gave us input 
trom individuals who have exper­
tise that complements ours, 

Other limits were 
• ,\-Ve did not have much 

time or money: 
• We did not srudy some un­

portant classes of methods (fOr 
example, s1lIndard protocol Ian­
guages IiIre Specificatioo Design 
Lan� ami Loros) and some 

�dmnains. 
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COMMERCIAL AND EXPLORATORY CASES 
In addition to the timr re�rub­

to!}' pre .jeers rh'lr ,1fe dle ['lCLl, of 
this article, we studied file COIl l­
mercial projecTS and three ex­
plordto!}' projects, 

SSADM tool set. 'I 'he British 
finn Praxis de,'eloped a comput­
er-aided S\ '5tems-cnginecrin� 
tool set to support the use of the 

Structured Systems AnalYsis and 
Design ,vlethoo,l Pra,;s �lsed Z 
to fonnall}' speci�' dle tool sct's 
infrastructure, Later, the project 
team developed guidelines for 
the use of Z "ith object-oriented 
design, 'I 'he project resulred in 
37,000 lines of Objective C ,md a 
350-page, annotated Z specifica­
tion, 

Customer lnIunnaIion CantroI Sys­
tem. CICS is a large transaction­
processing system developed by 
IBM. Developers at IBM Hurs­
ley, UK, reengineered a major 
portion of CI CS Version 3 Re­
lease 1 and subsequent releases 
using the Z method and tools, 
CICS is approximately lSOO,()()() 
lines of source code; of me ap­
proximately 50,000 lines of new 
or m0di6ed code, 37,000 were 
completely specified using Z and 
about 11,000 were partially speci­
fied using Z. IBM clainls dlat 
using Z reduced bod1 develop­
ment cost and error rates.1 

a...... ........ Tobetter 
understand the Cleanroom 
methodology, we investigated 
two industrial applications: one 

at the US National Aeronautics 
and SpaceAdminisn:ations (,,od-
dard Space fll .... !\t:''';;,_· ,.nrl 
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progralll� l( I a �elll;lllriclll} 
cQlli\"alel1t �"tructllrCli-l)n ',STJll1-

ming" form; Cohol/SF ('(J1ll­

plises �1).IIIHI hncs oicude ,md 
requircd -() pefson-mondb, It 
demonstTated to TB.\1111ana�e­
ment the p()tenti,11 of the Clean­
fOOlI1 1lH..�dlOdology. 

Softwcn Arditedu'e for 0scI0-
swpes usi1g z. 'leko-onix. in 
Be'lVcrton, ()regan. used Z to 
develop a reusable sofm ,1re ar­

chitecnrrc I"r sevcr.ll new (lScillo­
scope pr()(lucl'o,4 Dl',dopers used 
Z to explore design idea, through 
mathematical models, which 
were 11ewed as nonexecumhle 

prototypes. 'I1leir intent was not 
fom1ru correctness; they used Z 
as a design aid. The sofu, arc ar­
chitecture consists of 200,000 
lines of code and 30 pages of Z, 

lmIos tnmputers. Inmos, in 
Bristol, England, makes a trans­
puter family of 32-hit \l�SI cir­
cuits that have a unique architec­
ture designed fur concurrent, 
multiprocessor applications (the 
processor, memOI}; and commu­
nication channels arc sclf-con­
tained on each transputer chip). 
In 1985, a small group of lnmos 
designers began exploring how 
to use formal program specifica­
tion, transfOrmation, and proof 
techniques to design micropro­
cessors. We srudied d1ree related 
projects, all of which use furmal 
memods in some aspect of d1e 
design or development of com" 
ponents of d1ree generations of 
the Inmos transputer: the use of 
Z to specity me IEEE JIoating­
pointstandard which was applied 
to twO � generatiom of 
IranSpllter (a software and a 
�implementation);s me 
useofZlIIld Occam to design a 

, btheT800 transpUt� 
eti!,Itid·lbelJSe <i�-

I. -:'H1()Jl (11 ;1 nt'" tl'JTIlrC {llhc 
'1''1111111 n'll1SI"lter. the \ inu,ti 
( :h�lIlllL'1 Pn )Cl''''�( H". 

Lc.ge correct systems. 'I-he 
I .,'COS projcct sceks m rr:lllsler 

the R:lise (Rigorous \ppnlClCh to 
Industrial Sofu':m: Fnr6ncering-) 

bnt-,JLlage ,lnd tool �et iIIlO prac­
tice_ J{:lise. " hieh evol, ed fi'oll1 
the '\ 1CI1I1a J)cl'eiopmenr 
,\ leth"d, is bein� commercial­
i/cd 1)1' Computer Rcsources In­
tel11ationalofDcnnmrk - the 
producer partner_ \ '\ 'c inter-
I iewed one consumcr paroler at 
lengdl ,md a second blietl)', The 
first. T .funI's RCgister, is el'alu<lt­
ing Raise (as "ell :IS other meth­
ods) I"r " data-acquisition and 
cquipI11ent-manag-ement sTstem. 

The second, "vIatra Tnmsport, 
builds r.lilll"l\' ,md omer systems, 

Bodl are ImildinE! consultaIlLi�s 
in fonnal methods and assess­
ment BeL'allSe Lacos is a larg-e, 
on -going, technology-transfer 
project, it is an important one to 
tallow lix the remaining three 
years of ESPRIT funding and 
beyond. 

Token-Based Auess Cantral Sys­
tem. TI3ACS is a smartcard ac­
cess-control system "im crypto­
graphic authentication heing 
developed at the US National 
Instimte of Standards and Tern­
nology. One group at NIST had 
been developing a series of pro­
totype smartcards fur LTypm­
graphic authentication for net­
work access. A second group was 
looking at new technology to 
support open systems and other 
connnercial standards. A mem­
ber of me second group, looking 
for an application on which to 
base an experimept in futmal 
methods, chose the smartI;ard 
application. In this case, the re. 

�,dlosea tooI�1Jild'apo­
pruidl-fulfowed thel!llmo 

.��� 

meets the requiretncnts of a se­
Cll1ln-policy l11odeLl, 

HewleH-PoolCnl mecIml ilstru­
ments. _ \lthou�h this \\ as a large, 

inlpOi1:'lllt project, \I'C consider it 
to he e,\plurato!} heclllse its pri­
l1l:l1Y objecti\'e "'as technology 

n"lllsfcr. 'J 'he product is a rcal­
time database, the A.nalyriGll In­
['1l1n,ltion Base, of p,lticnt-moni­
toring inic)flnaLion. L\ing an 
I IP-lbdopcd speL�fiL'ation lan­
guage Cl \ D�\l \'ariant), a I()r­
mal-methods o�msfer group and 
:1 dCleioper produced a specific-a­
rion, The trJl1Sfel- ellon filled 
bCl'allsc time-to-market was the 
key feature, ami fonnal methods 
offered little beyond the high 
'lualin' "I readv achievable by 
other means that were consistent 
wim me culture of the organiza­
tion. 
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maticallv increased, but the effects of for­
mal m�thods were measured in other 
ways - namely, something was needed to 
achieve assurance. In Darlingron, perhaps 
the costs of use wcre higher than they 
should have been because there were no 
tools and the methodology was immature. 
The cost of using fonnal methods in the 
TCAS project will be measured over time 
as it is upgraded. 

Product impact. Was the prodlut imponant 
to the company's profit margin or an organi­
zation's reputation? 

In general, we found that the surveyed 
products developed using formal methods 
positively afFected the organizations in­
volved. Perhaps the dearcst case is the 
Paris Metro: Not only did the project 
achieve its goal of eliminating the need fur 
an additional railway line, hut project 
leader GEC Alsthom is using its new­
found expertise to market its services. 

For TCAS, independent verification 
and validation uncovered a handful of 
consequential problems with the CAS 
Logic pseudocode, which are being re­
paired for the next release. 

Product qual". Was the quality of the prod­
uct improved by the use ofJornzal methods? By I 
"quality, " we mean good safety and security 
properties, enhanced functionality and peifor­
mance, and fewer errors. 

We found evidence of increased qual­
ity, but in different filrms. To the Multinet 
and Paris"l\1etro developers, formal meth­
ods helped achieve quality goals. On the 
Multinet project, mathematical analyses 
and modeling improved the understand­
ing of the security principles. The Paris 
Metro system met the Paris regional rail 
system's quality requircments, even 
though it had to meet increased function­
ality requirements. 

Darlingron is an interesting case be­
cause fonnal methods did improve assur­
ance, but the regulators did not claim an 
increase in quality. In effect, fonnal meth­
ods were used a posteriori to model what 
existed and to demonstrate that the code 
met the requiremcnts. 

The CAS Logic fonnalism illustrated 
subsystem requirements more clearly 
than the pseudocode, and independent 
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verification and validation uncovered 
consequential errors in thc pseudocode. 

Tillie to mlJlket. Was the prodlut, or fami­
ly of products, made available for nzarketing 
more rapidly (or at least not delayed funher)? 

Time to market does not seem to have 
bccn a primary concern 

terest in the continued use of formal 
methods. 

In the other two, the effect was neutral: 
The developers of the Darlingron shut­
down systems have acknowledged that 
formal methods must play an important 
role in future developments, but some 

managers now have less 
in these projects, but the 
possible effects of failing 
to complete product de­
velopment or to achieve 
licensing can be exten­
sive. This was especially 
obvious in the Darling­
ton project; the operator 
of the plant would have 
had to revert to a hard­
ware solution at a cost of 
about $1 million and a 
one-year wait for parts 
had they not been able to 
certify the software­
based shutdown systems. 

WE FOUND 
THERE DOES 
APPEAR TO BE 
A NEED FOR 
AUTOMATED 
DEDUCTION 
SUPPORT, 
ESPECIALLY TO 
DEMONSTRATE 
CONSISTENCY. 

enthusiasm for shifting 
from hardware to soft­
ware controllers. And the 
effect of formal methods 
on the process used hy the 
Multinet developers is 
lessened by the contract­
driven nature of the orga­
nization - novelty is not 
always viewed positively 
in responding to proposal 
requests. 

Pedagogical. What did 
the organization make of , 
this learninp; opponunity? 

On the Paris Metro 
project, failure to adJieve 
the time-tn-market goal would have cost 
hundreds of millions of dollars for an ad­
ditional railway line. 

Proc:ess cost. Thir ftatu:re meamm- cost in 
terms of reduction in iffon and is based on the 
adage "tirne is money. " 

We found the effort to attain assurance 
and comprehension in regulatory cases to 
be substantially more than we found in the 
cOlllillercial cases. 

D arlington reported that formal 
methods cost about $4 million; the Paris 
Metro projcct invested about 120,000 
person-hours. These costs are substantial­
ly more than we would expect in future 
projects. In both cases, developers had to 
develop not only the product but also the 
technology. GEC Alsthom has indeed re­
ported that the cost of applying formal 
methods has been lower on the two pro­
jects they undertook after the Paris 
l\letro. 

Proc:e55 impact. What effect did the fomzal­
methodr process have on the organization? 

In two cases, we rated the effect as pos­
itive: Both the Paris railway system and 
the FAA participants have expressed an in-

All the organizations 
reported receiving educa­

tional benefits from the formal-methods 
efforts. They better understand formal 
methods and research-and-development 
issues. And, especially in the Darlington 
and Multinet cascs, they better under­
stand what process will satisfy regulators. 
The Darlingron and TCAS projects have 
produced substantial feedback to research 
programs. 

Tools. Did Jomzal-metbods tools help or 
binder the development of the product? Wi:-re 
they l'eliable? 

We found that there does appear to be 
a need for automated deduction support, 
especially to demonstrate consistem.y of 
code and specification. There is an appar­
ent dichotomy in that the Multinct and 
Paris Metro projects used fonnal-meth­
ods tools extensively; whereas, Darlingron 
and TCAS didn't. This dicbotomy is 
more in appearance than in reality, be­
cause the developers in the Darlingron 
and TCAS projects voiced no philosoph­
ical objections to tools, there simply 
weren't any available. Tool development is 
the subject of ongoing research. 

Design. Were the designs produced using 
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furmal methods fundtrmmtally better Ilrwllrse i 
in some respect? For example, were they sim- i 
pkr? 

Fonnal methods appear to have uni­
fonnly improved either the product or the 
developers' understanding of it. Conse­
quently, they had more faith in its quality 
than with traditional development 
methodologies. These improvements ap­
pear to be the result of using mathematics 
to analyze domain theories (Multinet), 
mathematical arguments to demonstrate 
code and specification properties (paris 
Metro), and mathematical�hased nota­
tions to describe requirements (rCAS) 
and specifications (Darlington). 

Reusable m .. ponenIs. Did the use of formal 
methods ease the development or use of 
reusable hardware, su{tware, designs, or ab­
stractions? 

In the two cases for 

ing, maintenance and product improve­
ments must use and build on practices al­
ready in place. 

Requirements (apture. Was it easier to ac­
quire requiremmts? 

We were told by the people involved in 
all four cases that fonnal methods im­
proved intellectual control, clarified re­
quirements, and removed superfluous re­
quirements. For example, thc FAA's 
working group believes that the Universi­
ty ofCalifomia at Irvine's Statecharts-like 
notation has allowed them to argue about 
the technical substance of the fonnal de­
scriptions, instead of minor grammatical 
matters. The Multinet developers report­
ed a sharper understanding of the securi­
ty principles involved in building a het­
erogeneous network. 

which we could draw a 
conclusion, fonnal meth­
ods positively affected 
reuse. Thc security and 
safety models developed 
as part of the Multinet 
and Paris Metro projects, 
respectively, are reusable. 
The reuse benefits in­
volved models or mathe­
matical theories,  not 
code. However, although 
we found no evidence of 
code reuse, we believe 
fonnal methods will ulti­
mately help develop 
reusable code because the 

WE WERE TOLD 
IN ALL FOUR 
CASES THAT 
FORMAL 
METHODS 
IMPROVED 
INTELLECTUAL 
CONTROL AND 
CLARIFIED 
REQUIREMENTS. 

Verifi(ation and valida­
tion. What effect did fOrmal 
methods have on overall 
verification and validation? 

Using fonnal methods 
was crucial to achieving 
assurance in these sys­
terrlS. Proofs played a fun­
damental role in the Dar­
lington and Paris Metro 
projects. Some projects 
also used fonnal descrip­
tions to generate test 
cases and to complement 
other verification-and­
validation procedures. 
We believe strongly that 

resulting specifications 
will unambiguously describe the code's 
functionality and because using mathe­
matics will result in sufficiently general 
code that is more suitable for reuse. 

Maintainablty. Is it easier to maintain the 
product (including incremmtal updates and 
error repair)? 

It appears that fonnal notations to cap­
ture specifications and requirements, in­
formation hiding, and modularization 
should increase comprehension and clar­
ify interactions between parts of systems, 
thereby making maintenance simpler. 
However, if the henefits are to be ongo-
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developers must use a 
spectrum of such tech­

niques to attain adequate assurance. 

GENERAL LESSONS LEARNED 

Because the support and market for 
fonnal methods will eventually transcend 
organizational and application domains, 
we believe it is instructive to sununarize 
the lessons learned from all 12 case stud­
Ies. 

Wider appfKabflfy. Ten years ago, most 
believed that investing in the technology 
and know-how to apply fonnal methods 
was warranted in only a few domains, like 

computer security. We found that two 
major changes have occurred since then: 

• FOTInal methods now encompass 
not only program verification but also for­
mal specification, fonnal design, and Slln­
ilar tenns that connote the use of a math­
ematical description and analysis. 

• Formal methods are now being 
used in a range of applications by organi­
zations who require more intellectual 
control than traditional development 
methods can offer. We found formal 
methods being used to develop oscillo­
scopes, ships, satellites, smart cards, trans­
action-processing units, floating-point 
arithmetic units, networks, medical in­
struments, programming environments, 
and language processors. 

Larger Kale. Fonnal methods are being i 
applied to systems of significant scale and 
extreme importance, although project 
success depends on more than fonnal 
methods. We learned that lines of code, 
the most common measure, does not al­
ways correlatc with scale. Not only is lines 
of code an awkward measure (because of 
differences in fonnats and the inclusion of 
comments), but it 

• Does not take into account the use ofab­
straction. Abstraction lets us express a fam­
ily of products in a single fonnal specifi­
cation, apart from design and code. It is 
especially important for effective commu­
nication among stakeholders (for exam­
ple, designers to managers, or among de­
signers from different disciplines). 

• Does not adequately reflect the design 
and verification process. This process goes 
from safety studies, through many dcsign 
iterations, often across several organiza­
tional boundaries, culminating in what 
may be a few thousand lines of critical 
code. It invariably takes a long time and 
llwolves many people. 

• Does not practically represmt complexi­
ty. Complexity may have more to do with 
the environment (rare events, multiple 
failures, or feature interference) than the 
code, which could be straight-line bur 
have lots of fonnulas. 

Primary manifestatians. We found that 
fonnal methods are manifested in many 
ways 

• Specification only, to capture ab-
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stractions of product families or require­
ments models. 

• Specification with refinement 
through multilevel designs. 

• ProofS, sometimes of specification 
properties, sometimes of refinement steps, 
and in some cases at or close to code level. 

• Reviews of specifications and design 
refinements, both the steps performed 
and other qualities (complexity and clari­
ty) shown by the formal review process. 

As we expected, we found that no sin­
gle formal method is sufficiently general 
to cover all the significant characteristics 
of an applications' domain. However, 
there is generally a weak understanding of 
how to use different formal methods to­
gether or with other methods, like struc­
tured analysis. 

Use in certifkation. The first step toward 
the use of formal methods within a regu­
latory process is to recognize their poten­
tial. The next step is to identify candidate 
methods - we found that this is very op­
portunistic. Then the chosen method 
must evolve to meet the needs of the var­
ious stakeholders. The four regulatory 
cases showed considerable interaction 
among regulators, developers, and re­
searchers, who are working together to 
develop practical, effective techniques for 
system certification. 

The long-term effect of this experi­
ence will be evident in the standards that 
emerge and, although no standard has yet 
been sanctioned on the basis of such cases, 
de facto standards may arise from high­
profile cases like these. 

Tool support. To be fully industrialized, 
formal methods will require computer­
based tools, but we found such tools are 
neither necessary nor sufficient for suc­
cess. Instead, the dominant drivers are 
flexibility, mixed modes of communica­
tion, and intellectual control. On the 
other hand, projects that have employed 
advanced tools (like theorem provers) 
have not shown inordinately high costs. 

One reason current formal methods 
don't have adequate support technology is 
that there is no common architecture for 
the development of scalable tools. There 
are very large tools and very small ones, 
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and not much in bet ween. Few products 
enjoy any commercial support in terms of 
documentation, training, and evolution, 
but we expect some of the internal tools 
used in the project we studied may be 
commercialized in the 

• Successful projects usually had a 
guru or some form of sustained guidance. 

• Management support at the right 
time is key. 

• Sometimes the impetus for the I 
adoption of formal meth­

next few years. 

Technology InIIsfer. Sev­
eral North American or­
ganizations and many 
more European ones 
have formal-methods 
technology-transfer ef­
forts in progress. Howev­
er, even organizations 
with successful applica­
tions and significant 
technology-transfer ef­
forts show only a small 
degree of penetration. 

We found three spe­
cific technology-transfer 
efforts: 

• The Lacos (Large, 
Correct Systems) project, 
funded for the next sever­
al years by the European 
Strategic Program for 

THE MATH 
INVOLVED IN 
MOST FORMAL 
METHODS IS 
ELEMENTARY. 
THE GREATER 
CHALLENGE 
MAY LIE IN 
TEACHING 
USERS HOW 
TO MODEL 
SYSTEMS 
PROPERLY. 

ods is a major change in 
technology (from hard­
ware- to software-based 
control, for example). 

5101 bulding. Skills are 
building slowly in organi­
zations that are trying to 
use formal methods on 
industrial projects. Of the 
companies we surveyed, 
the largest number of  
persons skilled in using 
formal methods was at 
IBM: Between 4{] to 50 
people at Hursley and 
about the same at Feder­
al Systems Division. 

Most of the projects 
we studied had fewer than 
10 knowledgeable project 
members, but overall the 

Research in Information Technology, is 
specifically designed to encourage tech­
nology transfer. It focuses on a specific 
tool, Raise. 

• The Cleanroom method is support­
ed by the IBM Software Technology Cen­
ter, which is chartered to perform training 
and demonstrations for other parts of IBM. 

project members had 
strong mathematical and engineering 
backgrounds. Many of those new to the 
mathematics underlying fonnal methods 
(such as predicate calculus) could adapt to 
formal notations when they were present­
ed suitably. The mathematics involved in 
most formal methods is elementary, so the 
greater challenge may lie in teaching users 
how to model systems properly and carry 
a design through. 

• Hewlett-Packard used its Applied 
Methods Group as its technology-trans­
fer mechanism, but did not achieve criti­
cal mass and subsequent support within its 
developer shop. Code-level application. We found that 

In addition, some security applications there are limits to applying formal meth­

have been successful, but their results ods at the code level. Most programming 

were sensitive and hence not widely re- languages (and many specification lan­

ported. Many tools developed under the . guages) lack adequate semantic bases to 

auspices of security organizations have : fully support formal methods. Develop­

been prohibited from transfer. I ers can use some of the static-analysis and 
We observed four important factors in compiler-type tools to complement de-

transferring formal methods: sign refinements down to a level close to 
• Sometimes, projects enjoyed greater code level. However, many aspects of run­

success when they packaged formal meth- time environments and hardware are not 
ods as part of a larger methodology. In treated adequately and must be viewed as 
some cases, the other aspects were more holes in the general use of formal meth­
successful than the formal methods, which ods. Also, refinement is not viewed as 
served as a "carrier" of modem concepts. cost-effective for commercial applica-
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tions, although it may be useful in regula­
tory cases. 

Cost modeling. It is difficult to establish 
the value of fonnal method� in situations 
when there are other methods that can in­
crea�e quality or when time-to-market 
dominates product goals. We did not have 
adequate metries to perform the cost and 
cost-benefit analyses that would capture 
the effect of fonnal methods on the de­
velopment process. 

Some of the cases we studied attempt­
ed to collect performance data using ac­
cepted metries, but we found these to be 
inadequate. First, the metries rely heavily 
on comparisons with previous data col­
lected using the same metries, which, with 
one exception, had not been kept. Second, 
formal methods, as practiced in most 
cases, require substantial change to the 
development process as compared to 
other, informal methods. The metrifica­
tion methods did not seem to account for 
these changes. 

,ale believe the 12 cases we studicd 
n demonstrate that formal methods 
are applicable to industrial software de­
velopment and should not be ignored by 
industry. Our study found that formal 
methods are used primarily for 

• Assurance. Some projects that re­
quire a high degree of confidence, with 
auditable infurmation, have explicit tar­
gets oflow or zero error rates. 

• Domain analysis. Some projects use 
formal methods to better understand an 
application domain. 

• Communicaticm. When communica­
tion among system stakeholders is the pri­
mary need, the use of fonnal methods is 
not so much fur mathematical analysis, 
but to supplement informal notations 
with fonnal notations. 

• Evidence of best practice. Sometimes 
the use of formal methods bestows a com­
petitive advantage or is simply required. 

• &engineering. Fonna1 methods can be 
used on products undergoing long-term up­
grades and on those that require structure re­
coverv or function enhancement. 

F�ra limited time, our£nalreportisavai1-
able elet.tronically, onnemo.ncsl.nist.gov; for 
instructions, write to �urvey@ora.on.ca. 

The transfer of fonnal-methods tech- i 
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nology from academia to industry (and 
vice versa) is slowly proceeding. The in­
dustrial application of the technology is 
constrained by the sophisticated nature of 
the technology, negative connotations, 
and the small cadre of experts. 

We would also likc to see this kind of 
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